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Timeline of Events
 February 1, 2003

– Space shuttle Columbia disaster

 September 26, 2003
– Ontrack Data Recovery receives 3 drives recovered from debris

 September 29, 2003
– Ontrack completes recovery of one of the disks

 April 17, 2008
– Physical Review E publishes results of CVX-2 experiment
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Recovery of Data Details

 Johnson Space Center engineers find the remains of 3 hard drives in
the Columbia debris that was being laid out in the hanger at Kennedy
Space Center.

 Glenn Research Center sent drives to Ontrack to see if anything was
recoverable.

 Two of the three drives were found to have hard drive platters that
were warped from the heat that had reached the Curie point because
tests on the platters showed no sign of magnetic data.
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Recovery of Data Details
 The third disk was covered with a sheet of metal on top of the hard

drive.
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Recovery of Data Details
 Engineers worked to cut away protective top cover to get access to

hard disk assembly.
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Recovery of Data Details
 Engineers then removed the hard drive’s PCB.
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Recovery of Data Details
 Engineers then opened the top cover of the hard disk.



8Ontrack® Data Recovery

Recovery of Data Details
 Engineers had to remove melted plastic from media and corroded,

melted head assembly to remove each hard drive platter.
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Recovery of Data Details

 Engineers were able to carefully remove each hard drive platter in
order to place it in a new enclosure with replacement PCB controller.

 The rest of the components were luckily replaceable with only minor
adjustments necessary.  Components in modern drives are not as
compatible – much more adjustment needs to take place.

 Kroll Ontrack used custom software for data transfer that includes
sophisticated error handling, ECC calculation, etc.  We use our
extensive knowledge of Operating Systems to target just the areas
where data resides, which allows us to avoid damaged areas unless
absolutely necessary.  Modern OS’s tend to scatter the data, but this
drive used DOS FAT16, which kept the data contiguous.
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Recovery of Data Details
 Ontrack was able to read 99% of the data contained on this one disk

within two days of receiving the drives.

 We produced detailed file report of recoverable data so Glenn
engineers could determine if they needed the data we had recovered.

Contributing factors to Ontrack’s eventual success-
 Protective cover on top of hard drive assembly appeared to shield

excessive heat from penetrating hard drive assembly and warping
platters.

 Hard disk was not spinning when incident occurred, so damage on the
surface of the media was limited to minor “dings” and not full head
crashes.



11Ontrack® Data Recovery

Recovery of Data Details

 Data and encoding tracks were larger which allowed for greater fault
tolerance
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Hard Drive Comparison

4 main ICs20 main ICsPCB

4MBCache size

SATAPATAInterface

PerpendicularLongitudinalRecording type

500 GB341 MBCapacity

Fluid bearingsBall bearings

7200 rpm4200 rpmMotor

GlassAluminumPlatters

GMR (Giant Magneto-resistive) - writing

Inductive - readingInductive - reading + writingRead/write heads

Seagate 2008Seagate 1993Hard drive component

Hard drives  1993 vs.
2008
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Recovery of Data Details
Certificate of appreciation presented to us from Glenn facility
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Data Recovery Highlights

 1991-Recovery of data in Kuwait after original Iraqi invasion

 1992-Stoned and Michelangelo virus outbreaks

 1997-Patented Remote Data Recovery

 1998-Nagano Olympics

 1999-Y2K fears alleviated

 2005-Hurricane Katrina-over 900 unique recoveries performed

 2006-Salie family DVD recovery

 2008-Customized recoveries for proprietary file systems

 2008-VMware and Oracle
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Technology Advances
 All of these technologies were created to alleviate need for data

recovery, but yet the number of data recoveries Ontrack performs each
year continues to grow.

– Traditional tape backup
– Virtual Tape Libraries
– Online backup
– RAID 0, 1, 2, 3, 4, 5, 6, 10, 50…
– Virtualization
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Questions?
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Kroll Ontrack Overview

Kroll Ontrack Inc. is the Technology Services Group of Kroll Inc.
and provides solutions to help manage, recover, and discover
electronic information
• Founded in 1985
• 1,000+ employees
• Locations in 20 countries
• Acquired by Kroll in 2002
• Kroll acquired by MMC in 2004
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Kroll Ontrack Locations

North America
Minneapolis
Los Angeles
New York/New Jersey
Houston
Austin
Washington DC
Atlanta
Chicago
Toronto

Asia/Pacific
Tokyo
Hong Kong
Singapore
Brisbane

    Europe
London Stuttgart Oslo Moscow
Paris Cologne Copenhagen Chiasso
Madrid Munich Stockholm Milan
Vienna Hamburg Helsinki Katowice
Lisbon Amsterdam Dublin
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Kroll Ontrack Solution Portfolio

 Data Recovery Services & Software
• In-Lab
• Remote Data Recovery (RDR)
• On-Site
• Easy Recovery
• Ontrack Eraser Solutions

In 2007 alone, we performed over 60,000 DR jobs
and processed over 7 petabytes of data through
our worldwide DR operations

 Legal Technologies Services & Software
• Computer Forensics
• Electronic / Paper Discovery
• Ontrack Firstview
• PowerControls
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Ontrack Capabilities
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Remote Data Recovery™
Connect, Recover, Success
 How Does Remote Data Recovery™ work?

– Port80 TCP/UDP used
– Client software initiates connection

– Proprietary Communication Protocol and Packet
– Packets Encrypted using user’s IE encryption libraries
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Ontrack VeriFile
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VMware Recovery Scenarios

 Drive, Raid or iSCSI Failure

 VMFS File system corruption

 Deleted files (virtual machine) on VMFS

 VMDK corruption

 Format and Re-install on VMFS volume

 Deleted files inside a virtual machine

 Corruption inside a virtual machine
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Thank you!
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